3GPP TSG-SA3 Meeting #105-e 
S3-214286
e-meeting, 8 - 19 November 2021










Revision of S3-20xxxx
Source:
Ericsson
Title:
Clean-up of TR 33.857
Document for:
Approval

Agenda Item:
5.10
1
Decision/action requested

It is proposed to approve the proposed changes in the pCR below, 
cleaning up TR 33.857 [1] before sending it for approval.
2
References

[1]
3GPP TR 33.857 "Study on enhanced security support for Non-Public Networks (NPN)
3
Rationale

This contribution attempts to clean up TR 33.857 [1] before sending it for approval:
-
Removing templates for references, key issues and solutions.

-
Deleting the "Symbols" clause, since no new symbols are introduced.

-
Resolving all Editor's Notes. A few Editor's Notes can simply be removed since they have already been resolved and probably were just forgotted to be removed. Most of the Editor's Notes, however, are of the type "… is ffs." They are proposed to be resolved to Notes of the type "… is not addressed in the present document."
-
Resolving missing evaluations and empty system impact clauses, by adding the sentence "The evaluation of the solution is not addressed in the present document", or "System impact of the solution is not addressed in the present document", respectively. 

-
Also deleting some clause headings that are not necessary, since the sub-clause is the only sub-clause.
The proposed changes will need to be updated if, e.g., an Editor's Note is resolved in a more constructive way, or a more constructive evaluation is added at this meeting.
4
Detailed proposal

*** BEGIN CHANGES ***

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 33.501: "Security architecture and procedures for 5G System"

[3]
3GPP TR 23.700-07: "Study on enhanced support of non-public networks (Release 17)"

[4]

3GPP TS 23.501: "System Architecture for the 5G System"

[5]
IETF RFC 5281: "Extensible Authentication Protocol Tunneled Transport Layer Security             
Authenticated Protocol Version 0 (EAP-TTLSv0)" 

[6]
3GPP TS 23.502: "Procedures for the 5G System (5GS)"

[7] 
IETF RFC 5216: "The EAP-TLS Authentication Protocol".


*** NEXT CHANGE ***




3.2
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

DCS
Default Credential Server

EIR
Equipment Identity Register

ON
Onboarding network

PEI
Permanent Equipment Identifier

PS
Provisioning Server

SO
Subscription Owner

*** NEXT CHANGE ***

4
Architectural and security assumptions


4.1
Architectural requirements

-
Solutions are built on the 5G System security architectural principles as in TS 33.501 [2] and conclusions drawn in TR 23.700-07 [3], including flexibility and modularity for newly introduced functionalities.

4.2
Security assumptions

-
It is assumed for the case where non-USIM credentials are provisioned for SNPN, the non-USIM credentials are of a key generating EAP method type. 

-
It is assumed for the case where non-USIM credentials are provisioned for PNI-NPN, the non-USIM credentials are of an EAP method type. 

*** NEXT CHANGE ***

5
Key issues


*** NEXT CHANGE ***

5.2.3
Potential security requirements

The UE and the PS should be authorized for remote provisioning.


NOTE 1: 
The entity granting the authorization is not addressed in the present document.

Credentials shall be confidentiality protected, integrity protected, and replay protected during remote provisioning.


NOTE 2: 
Whether the protection in the above requirement requires to specify a solution in normative phase or whether it is left for implementation is not addressed in the present document.


NOTE 3: 
Whether the solution covers all type of devices (e.g. MEs with limited resources not able to run certain types of security protocols) is not addressed in the present document.

NOTE 4: 
The end points for the protection in the above requirement is not addressed in the present document.

NOTE 5: 
User intent to authorize the provisioning is not addressed in the present document.

NOTE 6: 
Further requirements are not addressed in the present document.

*** NEXT CHANGE ***




*** NEXT CHANGE ***

6
Solutions


*** NEXT CHANGE ***
6.1.2.1
Procedure
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Figure: 6.1.2-1: Primary authentication with external domain

0.
The UE is configured with credentials from the CdP e.g. SUPI containing a network-specific identifier and credentials for any key-generating EAP-method. 

It is further assumed that there exists a trust relation between the AUSF (AAA-IWF) and the AAA. These entities need to be mutually authenticated, and the information transferred on the interface need to be confidentiality, integrity and replay protected. 

1.
The UE selects the SNPN and initiates UE registration in the SNPN. In case no SUPI is provisioned in the UE, the UE creates a SUCI based on the CdP-UE ID provided by the CdP and provisioned in the UE.

NOTE 1:
In the case of the UE constructing the SUCI from CdP-UE ID, it is assumed that the CdP-UE ID is on NAI format and includes also the CdP ID in the domain part of the NAI, e.g. UEID@CdPID. 


For construction of the SUCI, existing methods in TS 33.501 [2] can be used. If the public key of the SNPN is not provisioned in the UE, null scheme can be used with anonymised SUPI as described in Annex B of TS 33.501 [2]. 


2.
The AMF within the SNPN initiates primary authentication for the UE using a Nausf_UEAuthentication_Authenticate service operation with the AUSF as currently specified in TS 33.501 [2]. The AMF selects an AUSF based on the SUCI presented by the UE as specified in TS 23.501 [4].
3.
The AUSF checks with UDM within the SNPN for the authentication method to be executed for the UE using a Nudm_UEAuthentication_Get service operation as currently specified in TS 33.501 [2]. The AUSF selects a UDM also using the SUCI provided by the AMF as specified in TS 23.501 [4]. 

4. 
The UDM resolves the SUCI to the SUPI before checking the authentication method applicable for the UE. The UDM can obtain the common subscription data or individual subscription data based on the SUPI. 

The UDM determines that primary authentication is to be performed, with an external entity based on subscription data or by looking at the realm part of the SUPI in NAI format.

5.
The UDM provides the AUSF with the UE SUPI and the applicable authentication method for the UE. In this case, the UDM indicates to the AUSF to run primary authentication with credentials owned by a certain CdP. The UDM provides the AUSF also with the address of the CdP if required. CdP UE ID is also provided if available in the subscription data. 

6.
Based on the indication from the UDM, the AUSF interacts with the CdP to execute the primary authentication procedure. The AUSF derives the CdP-UE ID from the SUPI unless received from UDM. The AUSF uses a AAA-P/IWF to interact with the CdP. 

7.
The UE executes the applicable authentication method with the CdP.

8.
After successful authentication, the AUSF is provided by the MSK from the AAA. 

9.
The AUSF uses the most significant 256 bits of MSK as the KAUSF. The AUSF also derives KSEAF from the KAUSF as defined in Annex A.6 of 33.501 [2]. 

NOTE 2:
If other input, not known to the external AAA is to be used for input when deriving the KAUSF from MSK is not addressed in the present document.

10. The AUSF sends to the AMF the successful indication together with the SUPI of the UE and the resulting KSEAF, and optionally an indicator that MSK has been used. 

11. The AMF sends the MSK indicator to the UE in a NAS message 

12. The UE decides to derive the KAUSF from MSK instead of EMSK, either based on the indicator received from AMF or by interpretation of the realm part of the NAI that might indicate the use of external CdP. 

NOTE 3:
Whether the UE instead of the above can be pre-configured with the information which key derivation to use is not addressed in the present document.

*** NEXT CHANGE ***
6.1.4
Evaluation


The solution fulfils the potential security requirements of KI#1 and shows how a key-generating EAP method can be used as primary authentication with a separate entity.

UE and AUSF are impacted by the use of a new key hierarchy option. 

As a result of the proposed solution, the CdP will be able to derive the KAUSF from the MSK. As a consequence of this, the CdP could use this to compromise security mechanisms based on KAUSF.  Because of this, a the CdP must be trusted by the SNPN.  

To protect the transfer of the MSK, the interface between AAA-IWF and the AAA needs security measures to prevent the MSK (and thereby KAUSF) from being compromised by any external parties.
*** NEXT CHANGE ***
6.2.2
Solution details
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1.
The UE sends to the SEAF a Registration Request message, including the SUCI which is constructed from the UE SUPI. The SUPI is of the type of NAI in the form of username@realm. The “username” shall be either “anonymous” or omitted if the subscriber identifier privacy is required by SNPN and the public key of the SNPN is not provisioned in the UE.

2.
The SEAF sends to the AUSF Nausf_UEAuthentication_Authenticate Request message, including the SUCI and the SN-name (the serving network name).

3.
The AUSF sends to the UDM the the Nudm_UEAuthentication_Get Request, including the SUCI and the SN-name. 

4.
The UDM de-conceals the SUCI to obtain the SUPI. If the SUCI is not constructed using the null-scheme, the UDM invokes the SIDF located within the UDM to de-conceal the SUCI. 

The the “username” portion of the SUPI could be a real username, “anonymous”, or null (i.e., omitted). In any case, the UDM uses the SUPI to determine that the credentials of this UE is owned by an external entity and return the information that is needed by the AUSF to use the AAA-E to authenticate the UE. 


NOTE 1: 
Whether such a SUCI calculation using non null scheme is needed at the UE is not addressed in the present document. The details on SUCI calculations, if needed, are not addressed in the present document.
5.
The UDM sends to the AUSF the Nudm_UEAuthentication_Get Response, which also includes the SUPI and any additional information that may assist AUSF to reach AAA-E.

6.
The AUSF uses SUPI, any assistant information from the UDM, and/or local information to determine that an AAA server needs to be invoked to authenticate the UE. 

The AUSF sends an authentication request to the AAA server. The exact message format of this authentication request depends on the interface overwhich the request is sent. It could be a service based interface if there is an interworking function to external AAA-E, or an AAA interface (e.g., RADIUS or DIAMETER) which may go through an AAA proxy (AAA-P). 

Note that SUPI is needed to route the request to the ultimate destination AAA-E since there may be additional AAA proxies in front of the AAA-E. SN-Name is needed to derive KSEAF.

7. An intermediate entity (e.g., AAA-P) forwards the authentication request to the AAA-E. 

8. The AAA-E and the UE performs an EAP authentication that is selected by the AAA-E. 

9. Upon the successful completion of EAP authentication, the AAA-E dervises KSEAF from EMSK according to 33.501, sends an Access Accept messages to the AAA-P, including EAP Success, SUPI, and KSEAF. 

Note that SUPI is needed since the SUPI received by AUSF in step 5 may be anonymous. KSEAF is derived by the AAA-E to maintain the same key hierarchy as the other primary authentication method (e.g., EAP-AKA’). Further, having AAA-E deriving KSEAF and send it the AUSF fully complies with RFC 5295.

10. The AAA-P forwards the Access Accept (or translates it to a service authentication response) to the AUSF, including EAP Success, SUPI, and KSEAF. 

11. The AUSF sends to the SEAF an EAP-Success message along with the SUPI and the KSEAF in a Nausf_UEAuthentication_Authenticate Response message. 

12. The SEAF forwards to the UE the EAP-Success message in an Authentication Result message or a Security Mode Command message. 

Upon receiving the EAP-Success message, the UE derives the KAUSF and the KSEAF in the same way as the AUSF according to 3GPP TS 33.501. 

By this point, the EAP authentication between the AAA-E and the UE has been successfully completed.


NOTE 2: 
The architectural relationship between AUSF and *-AAA including the derivation of keys is not addressed in the present document. This includes the transfer of keys/messages in steps 6,7,9 and 10.

*** NEXT CHANGE ***

6.2.4
Evaluation


The evaluation of the solution is not addressed in the present document.

*** NEXT CHANGE ***

6.3.2.1
Procedure
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Figure: 6.3.2-1: Primary authentication with external domain

0.
The UE is configured with credentials from the CdP e.g. SUPI containing a network-specific identifier, and credentials for any key-generating EAP-method.

The UE and TTLS server (AUSF) may have a one-way security relationship based on the TTLS server's (AUSF) possession of a private key guaranteed by a CA certificate which the user trusts or may have a mutual security relationship based on certificates for both parties.

1.
The UE selects the SNPN and initiates UE registration in the SNPN. The UE creates a SUCI/SUPI based on the CdP-UE ID provided by the CdP and provisioned in the UE.

NOTE 1:
It is assumed that the SUPI is on NAI format and includes also the CdP ID in the domain part of the NAI, e.g. UEID@CdPID. 


For construction of the SUCI, existing methods in TS 33.501 [2] can be used.  If the public key of the SNPN is not provisioned in the UE, null scheme can be used with anonymised SUPI as described in Annex B of TS 33.501 [2]. 


NOTE 2: 
User privacy for key generating EAP methods not covered by current procedures in TS 33.501 [2] is not addressed in the present document.

2.
The AMF/SEAF within the SNPN initiates primary authentication for the UE using a Nausf_UEAuthentication_Authenticate service operation with the AUSF as currently specified in TS 33.501 [2]. The AMF selects an AUSF based on the SUCI presented by the UE as specified in TS 23.501 [4].

3.
The AUSF checks with UDM within the SNPN for the authentication method to be executed for the UE using a Nudm_UEAuthentication_Get service operation as currently specified in TS 33.501 [2]. The AUSF selects a UDM also using the SUCI provided by the AMF as specified in TS 23.501 [4]. 

4. 
The UDM resolves the SUCI to the SUPI before checking the authentication method applicable for the UE. The UDM can obtain the common subscription data or individual subscription data based on the SUPI. 

The UDM determines that primary authentication is to be performed using EAP-TTLS based on subscription data or by interpreting the realm part of the NAI. 

5.
The UDM provides the AUSF with the UE SUPI and the applicable authentication method for the UE. In this case, the UDM indicates to the AUSF to run primary authentication using EAP-TTLS. The UDM provides the AUSF also with the address of the CdP if required. CdP UE ID is also provided if available in the subscription data.

6.
Based on the indication from the UDM, the AUSF runs EAP-TTLS phase 1 towards the UE as specified in RFC 5281 [5]. The AUSF starts EAP-TTLS by sending to the AMF/SEAF a Nausf_UEAuthentication_Authenticate Response message containing an EAP-Request message of EAP-type=EAP-TTLS with the Start (S) bit set, denoted as EAP-Request [EAP-TTLS, Start=1].

7.
The AMF/SEAF forwards to the UE the EAP-Request [EAP-TTLS, Start=1] in the Authentication Request message, including the ngKSI and the ABBA parameters. 

8.
The UE replies to the AMF/SEAF an Authentication Response message containing an EAP-Response [EAP-TTLS] message whose data field encapsulates a TLS ClientHello message, denoted as EAP-Response [EAP-TTLS, ClientHello]. 

9.
The AMF/SEAF forwards to the AUSF the EAP-Response [EAP-TTLS, ClientHello] message in a Nausf_UEAuthentication_Authenticate Request message. 

10. The AUSF replies to the AMF/SEAF with EAP-Request [EAP-TTLS] message whose data field encapsulates a TLS ServerHello message, a TLS ServerCertificate message, a TLS ServerKeyExchange message, an optional CertificateRequest message, and a TLS ServerHelloDone message. Such EAP-Request message, denoted as EAP-Request [EAP-TTLS, ServerHello, ServerCertificate, ServerKeyExchange, CertificateReuest*, ServerHelloDone], is encapsulated in a Nausf_UEAuthentication_Authenticate Response message. 

11. The AMF/SEAF forwards to the UE the EAP-Request [EAP-TTLS, ServerHello, ServerCertificate, ServerKeyExchange, CertificateReuest*, ServerHelloDone] message in an Authentication Request message, including the ngKSI and the ABBA parameters. 

12. The UE authenticates the AUSF by validating the server certificate included in the EAP-Request message received in step 11. The UE needs to be provisioned with certificates of a trust anchor to validate the AUSF server certificate. 

13. If the TLS server authentication is successful, then the UE replies to the AMF/SEAF with EAP-Response [EAP-TTLS] in an Authentication Response message. The data field of the EAP-Response [EAP-TTLS] message contains a ClientCertificate message if a CertifiateRequest messages was received in step 11, a TLS ClientKeyExchange message, an optional CertificateVerify message, a TLS ChangeCipherSpec message, and a TLS Finished message. This EAP-Response message is denoted as EAP-Response [EAP-TTLS, ClientCertificate*, ClientKeyExchange, CertifiateVerify*, ChangeCipherSpec, Finished]. 

14. The AMF/SEAF forwards to the AUSF the EAP-Response [EAP-TTLS, ClientKeyExchange, ChangeCipherSpec, Finished] message in a Nausf_UEAuthentication_Authenticate Request message. 

15a. The AUSF verifies the client certificate if received in step 14.

15b. The AUSF sends to the AMF/SEAF an EAP-Request [EAP-TTLS] message with its data field encapsulating a TLS ChangeCipherSpec message and a TLS Finished message. This EAP-Request message, denoted as EAP-Request [EAP-TLS, ChangeCipherSpec Finished], is encapsulated in a Nausf_UEAuthentication_Authenticate Response message.

16. The AMF/SEAF forwards to the UE EAP-Request [EAP-TLS, ChangeCipherSpec Finished] message in an Authentication Request message, including the ngKSI and the ABBA parameters. By this point, the UE and the AUSF have successfully established a TLS tunnel to protect EAP-TTLS phase 2, as well as keying materials to be used to derive the MSK and EMSK.17. The UE runs EAP-TTLS phase 2 towards the AAA-H as specified in RFC 5281 [5]. 

18. After successful authentication, an EMSK is established from the keying materials obtained in step 16. The AUSF derives the KAUSF from the EMSK as described in 33.501 [2] (using the 256 msb of the EMSK as KAUSF). The AUSF also derives KSEAF from the KAUSF as defined in Annex A.6 of 33.501 [2]. 

19. The AUSF sends to the AMF/SEAF an EAP-Success message along with the SUPI and the KSEAF in a Nausf_UEAuthentication_Authenticate Response message. 

20. The AMF/SEAF forwards to the UE the EAP-Success message in an Authentication Result message or a Security Mode Command message. 

21. Upon receiving the EAP-Success message, the UE derives an EMSK from the keying materials obtained in step 16. The UE further derives the KAUSF and the KSEAF according to 3GPP TS 33.501 [2]. 

*** NEXT CHANGE ***

6.3.4
Evaluation


The solution fulfils the potential security requirements of KI#1 and shows how a key-generating EAP method can be used as primary authentication with a separate entity.

Key hierarchy is not impacted. 

*** NEXT CHANGE ***

6.4.4
Evaluation

The evaluation of the solution is not addressed in the present document.

*** NEXT CHANGE ***

6.5.4
Evaluation


The evaluation of the solution is not addressed in the present document.

*** NEXT CHANGE ***

6.6.3
System impact


If there are multiple subscription profiles per realm, the UDM needs to be preconfigured with the NAIs of the UEs and the mapping to the corresponding subscription profiles.

The SBI-DIAMETER interworking functionality is collocated with the AUSF. The AUSF receives the MSK from the AAA-Server.

*** NEXT CHANGE ***

6.6.4
Evaluation


Subscription is owned by the AAA-Server, i.e. SUPI and authentication credentials.

The AAA-Server does not need to provide a private key to the UDM for SUCI deconcealment.

*** NEXT CHANGE ***

6.7.2
Solution details
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Figure 6.7.2.1 - Derive KAUSF from MSK and RAND
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Figure 6.7.2.2 - Derive KAUSF from a new key exchange
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Figure 6.7.2.3 - Derive KAUSF from a new EAP authentication
1.
The UE sends to the SEAF a Registration Request message, including the SUCI which is constructed from the UE SUPI. The SUPI is of the type of NAI in the form of username@realm. The “username” shall be either “anonymous” or omitted if the subscriber identifier privacy is required by SNPN and the public key of the SNPN is not provisioned in the UE.

2.
The SEAF sends to the AUSF Nausf_UEAuthentication_Authenticate Request message, including the SUCI and the SN-name (the serving network name).

3.
The AUSF sends to the UDM the the Nudm_UEAuthentication_Get Request, including the SUCI and the SN-name. 

4.
The UDM de-conceals the SUCI to obtain the SUPI. If the SUCI is not constructed using the null-scheme, the UDM invokes the SIDF located within the UDM to de-conceal the SUCI. 

The  “username” portion of the SUPI could be a real username, “anonymous”, or null (i.e., omitted). In any case, the UDM uses the SUPI to determine that the credentials of this UE is owned by an external entity and return the information that is needed by the AUSF to use the AAA-E to authenticate the UE. 


NOTE 1: Whether such a SUCI calculation using non null scheme is needed at the UE is not addressed in the present document. The details on SUCI calculation, if needed, are not addressed in the present document.

5.
The UDM sends to the AUSF the Nudm_UEAuthentication_Get Response, which also includes the SUPI and any additional information that may assist AUSF to reach AAA-E.

6.
The AUSF uses SUPI, any assistant information from the UDM, and/or local information to determine that an AAA server needs to be invoked to authenticate the UE. 

The AUSF sends an authentication request to the AAA server. The exact message format of this authentication request depends on the interface over which the request is sent. It could be a service based interface if there is an interworking function to external AAA-E, or an AAA interface (e.g., RADIUS or DIAMETER) which may go through an AAA proxy (AAA-P). 

Note that SUPI is needed to route the request to the ultimate destination AAA-E since there may be additional AAA proxies in front of the AAA-E. SN-Name is needed to derive KSEAF.

7. An intermediate entity (e.g., AAA-P) forwards the authentication request to the AAA-E. 

8. The AAA-E and the UE performs an EAP authentication that is selected by the AAA-E. 

9. Upon the successful completion of EAP authentication, the AAA-E sends an Access Accept messages to the AAA-P, including EAP Success, SUPI, and MSK. 

Note that SUPI is needed since the SUPI received by AUSF in step 5 may be anonymous. 

10. The AAA-P forwards the Access Accept (or translates it to a service authentication response) to the AUSF, including EAP Success, SUPI, and MSK. 

11-12. The AUSF performs additional steps to generate new keying materials to derive KAUSF. 

In option 1 (see Figure 6.7.2.1), the AUSF generates some random data (namely RAND) and derive the KAUSF from both the RAND and the MSK. 

In option 2 (see Figure 6.Y.2.2), a new key exchange (e.g., Diffie-Hellman) is executed between the AUSF and the UE to derive new key materials to be used for deriving KAUSF. The MSK received from the AAA-E can be used to authenticate the key exchange. 

In option 3 (see Figure 6.7.2.2), a new EAP authentication is executed between the UE and the AUSF based on the MSK. For example, an EAP-TLS with PSK (preshared key) can be executed to derive a new MSK and a new EMSK. KAUSF is derived from the new EMSK. 

13. The AUSF sends to the SEAF an EAP-Success message along with the SUPI and the KSEAF in a Nausf_UEAuthentication_Authenticate Response message. In option 1, the RAND is also included. 

14. The SEAF forwards to the UE the EAP-Success message in an Authentication Result message or a Security Mode Command message, including ngKSI and ABBA. In option 1, the RAND is also included.

15. Upon receiving the EAP-Success message, the UE derives the KAUSF accordingly based on one of the three options in use.  

*** NEXT CHANGE ***

6.7.4
Evaluation



NOTE:
The security benefits from the proposed methods are not addressed in the present document.
The evaluation of the solution is not addressed in the present document.

*** NEXT CHANGE ***

6.8
Solution #8: UE onboarding for SNPN with AAA-S as DCS
6.8.1
Introduction
This solution addresses Key Issue #4 “Securing initial access for UE onboarding between UE and SNPN”.
The assumption of this solution is that 

1.
The UE has been provisioned with default UE credentials;

2.
The AAA-S external the onboarding SNPN acts as the DCS.

The architecture of this solution is illustrated as Figure 6.8.1-1.
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Figure 6.8.1-1: Architecture of UE onboarding for SNPN with AAA-S acting as DCS


NOTE 1:
How to protect provisioning via Control Plane considering trust relationship between Onboarding SNPN and PS owner's domain is not addressed in the present document.

NOTE 2:
Function and procedure of interface between AMF and PS, and whether the interface is needed, is not addressed in the present document.

6.8.2
Solution details
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Figure: 6.8.2.1-1: UE onboarding for SNPN with AAA-S acting as DCS

1.
The UE sends a Registration Request message to the AMF, including the SUCI which is the concealment of the SUPI.

2.
The AMF shall invoke the Nausf_UEAuthentication service by sending a Nausf_UEAuthentication_Authenticate Request message to the AUSF whenever the AMF wishes to initiate an authentication, including the SUCI and the SN-name (serving network name).

3.
The AUSF sends a Nudm_UEAuthentication_Get Request messege to the UDM, including the SUCI and the SN-name.
4. 
The UDM invokes the SIDF to de-conceal SUCI to gain SUPI.
Based on SUPI, the UDM shall choose the authentication method.

5.
As the UDM chooses an EAP authentication method, it sends a Nudm_UEAuthentication_Get Response message to the AUSF, including the SUPI and the address of the AAA-S.

6. The AUSF sends EAP Request to the AAA-S based on the address received from the UDM, including the SUPI of the UE to be authenticated.

7. The AAA-S and the UE execute the EAP authentication.

8. After the success of the EAP authentication, the AAA-S sends an EAP Response to the AUSF, including the MSK and the SUPI

9. The AUSF derives KAUSF from the MSK, and derives the KSEAF from the KAUSF.

10. The AUSF sends an Nausf_UEAuthentication_Authenticate Response message to the AMF, including the EAP success, the KSEAF and the SUPI.

11. The AMF returns the Registration Response to the UE, including EAP success, ngKSI and ABBA. The UE derives KAUSF from the MSK, and derives the KSEAF from the KAUSF in the same way as the AUSF does in step 9.


NOTE:
Security implications of UE information pre configuration (e.g., for UE identity, SUCI de-concealment, authentication method selection) in O-SNPN considering trust relationship between Onboarding SNPN, DCS owner's domain and PS owner's domain is not addressed in the present document.

6.8.3
System impact

This solution has impact on UE, AUSF and UDM.

The UE derives KAUSF from MSK instead of EMSK.

The AUSF sends EAP Request to the AAA-S based on the address received from the UDM. The AUSF derives KAUSF from MSK instead of EMSK.

The UDM sends the address of the AAA-S to AUSF.


NOTE:
Further system impacts are not addressed in the present document. 

6.8.4
Evaluation


The evalution of the solution is not addressed in the present document.

*** NEXT CHANGE ***

6.9.1
Introduction
This solution addresses Key Issue #4 “Securing initial access for UE onboarding between UE and SNPN”.
The assumption of this solution is that 

1.
The UE has been provisioned with default UE credentials;

2.
The UDM in the onboarding SNPN acts as the DCS. This doesn’t prevent the UE onboarding from other Onboarding SNPNs, in which case the Onboarding SNPN interacts with UDM to authenticate the UE.

The architecture of this solution is illustrated as Figure 6.9.1-1.
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Figure 6.9.1-1: Architecture of UE onboarding for SNPN with UDM acting as DCS


NOTE 1: 
How to protect provisioning via Control Plane considering trust relationship between Onboarding SNPN and PS owner's domain is not addressed in the present document.


NOTE 2: 
Function and procedure of interface between AMF and PS, and whether the interface is needed, is not addressed in the present document.

*** NEXT CHANGE ***

6.9.2.1
Procedure
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Figure: 6.9.2.1-1: UE onboarding for SNPN with UDM acting as DCS

1.
The UE sends a Registration Request message to the AMF, including the SUCI which is the concealment of the SUPI.

2.
The AMF shall invoke the Nausf_UEAuthentication service by sending a Nausf_UEAuthentication_Authenticate Request message to the AUSF whenever the AMF wishes to initiate an authentication, including the SUCI and the SN-name (serving network name).

3.
The AUSF sends a Nudm_UEAuthentication_Get Request messege to the UDM, including the SUCI and the SN-name.
4. 
The UDM invokes the SIDF to de-conceal SUCI to gain SUPI.
Based on SUPI, the UDM shall choose the authentication method.

5.
If the authentication method chosen is 5G AKA, the authentication procedure specified in clause 6.1.3.2 of TS 33.501 [2] is used.

If the authentication method chosen is EAP-AKA’, the authentication procedure specified in clause 6.1.3.1 of TS 33.501 [2] is used.


NOTE:
Security implications of UE information pre-configuration (e.g., for UE identity, SUCI de-concealment, authentication method selection) in O-SNPN considering trust relationship between Onboarding SNPN, DCS owner's domain and PS owner's domain is not addressed in the present document.
*** NEXT CHANGE ***

6.9.3
System impact

The UDM acts as the DCS to provide default credentials.


NOTE:
Further system impacts are not addressed in the present document.
*** NEXT CHANGE ***

6.9.4
Evaluation

The solution assumes that the UE has been provisioned with credentials for mutual authentication with the onboarding SNPN, i.e. it does not satisfy the assumption that the UE has not been provisioned with SNPN credentials for the onboarding SNPN.


NOTE:
Further evaluation is not addressed in the present document.
*** NEXT CHANGE ***

6.10.4
Evaluation


The evaluation of the solution is not addressed in the present document.

*** NEXT CHANGE ***

6.13.2
Solution details

Following pre-conditions are assumed:

-
The UE is provisioned with some default UE credentials and a unique UE identifier at the manufacturing time. The unique UE identifier is assumed to be unique within the DCS. It takes the form of a Network Access Identifier (NAI), which is composed of the user part and the realm part, which may identify the domain name of the DCS.
-
The UE is not provisioned with subscription credentials that grant access to a SO-SNPN.

-
The Onboarding SNPN (O-SNPN) that is used by the UE in the onboarding process is not necessarily the same as the SO-SNPN (Subscription Owner SNPN) for which subscription credentials will be provisioned in the UE.

-
The O-SNPN operator has access to a Default Credential Server (DCS), which is used to verify that UE is subject to onboarding based on the UE identifier and the associated default UE credentials. The DCS is used for UE authentication/authorization in the O-SNPN during the establishment of a PDU Session for onboarding purposes. The DCS owner is out of this document's scope and can be inside or outside of the O-SNPN, e.g., DCS can be owned by the device manufacturer, by an SNPN other than the O-SNPN, or by a 3rd party.

The solution recommends using an EAP method guaranteeing user identity privacy (e.g. EAP-TTLS, EAP-TLS v.1.3 or EAP-TLS v 1.2 with privacy option) as an authentication mechanism for secondary authentication to O-SNPN. 
NOTE 1: Provisioning is out of scope of this solution
In some deployments, the DCS and the Provisioning Server can be the same entity. In deployments where the DCS and the Provisioning Server are different entities, it is expected that they communicate with each other for the purpose of UE authentication based on the default UE credentials via an interface that is outside of this solution’s scope. The SO-SNPN owning the subscription (SO-SNPN) interacts with the Provisioning Server during the UE onboarding procedure and provides the corresponding UE's subscription credentials and UE's configuration data to be provisioned to the UE. The actual provisioning mechanisms are outside the scope of this solution
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Figure 6.13.2-1 UE Onboarding for Remote Provisioning Procedure

0.
UE pre-configuration: The UE is provisioned with default UE credentials that allow for successful UE authentication with DCS and a unique UE identifier. A configuration may also include information for selecting SNPN needed to access the provisioning server.

1.
Initial access to the Onboarding SNPN: 

a.
Selection of SNPN: UE selects the O-SNPN based on the indication in SIB broadcasted by O-SNPN (e.g., "Support for onboarding" indicator). In this step, if the UE wants to initiate the UE onboarding, the UE either automatically discovers and selects the O-SNPN network based on the broadcasted information or presents a list of available ONs to the user for manual selection. The UE registers to O-SNPN for onboarding by including an indication in the Registration Request, indicating that the registration is for UE onboarding. 

b.
Registration Procedure: During the registration procedure, the UE provides the UE-specific information, e.g. corresponding identity (encoded in SUPI format) to the network. The user may also provide the UE with additional information, such as an application identifier and/or Service Provider Identifier. NAS SMC is performed using NULL algorithms.


NOTE 2: Primary Authentication is not performed in this solution.


NOTE x: 
Clarification of whether and how SUPI concealment can be used during the registration procedure is not addressed in the present document.
2.
Configuration PDU session: UE obtains limited connectivity to the Provisioning Server. In the Configuration PDU Session Establishment Request, the UE includes DCS identity and optionally includes PS identity, SO-SNPN identity, or both. When the UE provides SO-SNPN identity, the SMF in the O-SNPN may decide to override the PS identity provided by the UE and send the new PS identity to the UE in the PDU Session Establishment Accept as PCO parameter. The PS identity received in the PDU Session Establishment Accept overrides any configured PS identity in the UE. 

NOTE y: 
How to address the following attack is not addressed in the present document: if it lacks NAS security protection, PS identity can be modified of some attack, e.g. MITM attack, which could cause the DoS attack.

NOTE z: 
Call flow in figure needs correction to map steps described in solution.
3.
The PDU session establishment authentication/authorization is performed as described in TS 23.502 [6] clause 4.3.2.3 and in TS 33.501[2] clause 11.1.2. Secondary authentication with DCS is triggered by the SMF during PDU Session establishment. 

4.
The SMF selects the DCS either based on the DCS identity sent from the UE to the SMF or based on the realm part of the UE identity.. As secondary authentication is EAP-based, any EAP method can be used for secondary authentication to DCS. In this case any EAP method guaranteeing user identity privacy (e.g. EAP-TTLS, EAP-TLS v.1.3 or EAP-TLS v 1.2 with privacy option)  can be used to provide privacy of the UE identity. Specifically when EAP-TTLS is used , to provide privacy of the UE identity, as per the RFC 5281 , “anonymous@realm” ,  is sent during the phase 1 of TTLS. In the second phase of EAP-TTLS , UE is authenticated by DCS using unique UE identity and default UE credentials as per RFC 5281[5].
5.
The UE discovers the Provisioning Server using the stored PS identity. At this point, the stored PS identity is either the PS identity pre-configured in the UE, or the PS identity entered manually by the user, or the PS identity received by the O-SNPN. If the UE still does not have a stored PS identity, then the UE uses a well-known FQDN to perform PS discovery. The UE provides the provisioning server with the unique UE identifier, and optionally with the identity of the selected SO-SNPN. The provisioning server discovers the DCS identity sent from the UE to PS or based on using the realm part of the unique UE identity and authenticates the UE based on the default UE credentials. The interface between DCS and PS is out of the scope of this solution.

NOTE 3: This solution assumes there is trust relationship between DCS and PS. Specifics of the interface between DCS and PS including the aspects of mutual authentication, encryption and integrity protection are out of the scope of this solution.  

NOTE 4: When the Onboarding network is the same as SNPN owning the subscription of the UE, the Provisioning Server is owned by the Onboarding Network 
6.
The Provisioning Server interacts with UE over secure connection. 
7.
Upon successful provisioning in the previous step, the UE releases the Configuration PDU Session and deregisters from the O-SNPN.

8.
Upon a successful de-registration, the UE initiates a regular procedure, including a selection of a SO-SNPN, Registration using the provisioned credentials with the SO-SNPN owning the subscription, and PDU Session establishment(s). Depending on the provisioned subscription credentials, the UE may select an SNPN that is the same or different from the SNPN owning the credentials.

*** NEXT CHANGE ***

6.13.4
Evaluation


NOTE: 
Evaluation for the security and architectural implications of using EAP-TTLS is not addressed in the present document.

The evaluation of the solution is not addressed in the present document.

*** NEXT CHANGE ***

6.14.2.0
General

Following pre-conditions are assumed:

-
The UE is provisioned with some default UE credentials and a unique UE identifier at the manufacturing time. The unique UE identifier is assumed to be unique within the DCS. It takes the form of a Network Access Identifier (NAI), which is composed of the user part and the realm part, which may identify the domain name of the DCS. UE is provisioned with set of roots of trust certificate information that UE will use to authenticate O-SNPN during the authentication.
-
The UE is not provisioned with subscription credentials that grant access to a SO-SNPN.

-
The Onboarding SNPN (O-SNPN) that is used by the UE in the onboarding process is not necessarily the same as the SO-SNPN (Subscription Owner SNPN) for which subscription credentials will be provisioned in the UE.

-
The O-SNPN operator has access to a Default Credential Server (DCS), which is used to verify that UE is subject to onboarding based on the UE identifier and the associated default UE credentials. The DCS is used for UE authentication/authorization in the O-SNPN during the establishment of a PDU Session for onboarding purposes. The DCS owner is out of this document's scope and can be inside or outside of the O-SNPN, e.g., DCS can be owned by the device manufacturer, by an SNPN other than the O-SNPN, or by a 3rd party.

In some deployments, the DCS and the Provisioning Server can be the same entity. In deployments where the DCS and the Provisioning Server are different entities, it is expected that they communicate with each other for the purpose of UE authentication based on the default UE credentials via an interface that is outside of this solution’s scope.

NOTE 1: Provisioning is out of scope of this solution
The SO-SNPN owning the subscription (SO-SNPN) interacts with the Provisioning Server during the UE onboarding procedure and provides the corresponding UE's subscription credentials and UE's configuration data to be provisioned to the UE. The actual provisioning mechanisms are outside the scope of this solution 
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Figure 6.14.2.0-1 UE Onboarding for Remote Provisioning Procedure

0. 
UE pre-configuration: The UE is provisioned with default UE credentials that allow for successful UE authentication and a unique UE identifier. A configuration may also include information for selecting  SNPN needed to access the provisioning server.

1.
Initial access to the Onboarding SNPN: 

a.
Selection of SNPN: UE selects the O-SNPN based on the indication in SIB broadcasted by O-SNPN (e.g., "Support for onboarding" indicator). In this step, if the UE wants to initiate the UE onboarding, the UE either automatically discovers and selects the O-SNPN network based on the broadcasted information or presents a list of available ONs to the user for manual selection. The UE registers to O-SNPN for onboarding by including an indication in the Registration Request, indicating that the registration is for UE onboarding. 


b. 
Registration Procedure: During the registration procedure, the UE provides the UE-specific information, e.g corresponding identity (encoded in SUPI format) to the network. The user may also provide the UE with additional information, such as an application identifier and/or Service Provider Identifier. An authentication using non-AKA (e.g. EAP-TLS) based method is performed. The SUPI is of the type of NAI in the form of username@realm. The “username” shall be either “anonymous” or UE identity can be omitted if the subscriber identifier privacy is required by SNPN. The UE performs the one-way authentication of O-SNPN based on O-SNPN’s certificate. 

2. 
Configuration PDU session: UE obtains limited connectivity to the Provisioning Server. In the Configuration PDU Session Establishment Request, the UE includes DCS identity and optionally includes PS identity, SO-SNPN identity, or both. When the UE provides SO-SNPN identity, the SMF in the O-SNPN may decide to override the PS identity provided by the UE and send the new PS identity to the UE in the PDU Session Establishment Accept as PCO parameter. The PS identity received in the PDU Session Establishment Accept overrides any configured PS identity in the device. It is assumed that one and only one Configuration PDU session can be established, and connectivity of this PDU session is limited (cf. RLOS), so that the UE can only access a Provisioning Server. 

3. 
The PDU session establishment authentication/authorization is performed as described in TS 23.502 [6] clause 4.3.2.3 and in TS 33.501[2] clause 11.1.2. Secondary authentication is triggered with the DCS by the SMF during PDU Session establishment. The SMF selects the DCS either based on the DCS identity sent from the UE to the SMF or based on the realm part of the UE identity. It is required that the secondary authentication performed between the UE and the DCS is an EAP authentication that supports mutual authentication


NOTE x:
Clarification of, if the O-SNPN can perform mutual EAP authentication with DCS as part of secondary authentication, why such a EAP authentication cannot be performed as part of primary authentication in step 1 is not addressed in the present document. 

4. 
The UE discovers the Provisioning Server using the stored PS identity. At this point, the stored PS identity is either the PS identity pre-configured in the UE, or the PS identity entered manually by the user, or the PS identity received by the O-SNPN. If the UE still does not have a stored PS identity, then the UE uses a well-known FQDN to perform PS discovery. The UE provides the provisioning server with the unique UE identifier, optionally the identity of the selected SO-SNPN. The provisioning server discovers the DCS using DCS identity sent from the UE to PS or based on the realm part of the unique UE identity and authenticates the UE and make a secure connection for provisioning with the UE, based on the default UE credentials. Interface between DCS and PS is out of the scope of this solution.


NOTE 2: This solution assumes there is trust relationship between DCS and PS. Specifics of the interface between DCS and PS including the aspects of mutual authentication, encryption and integrity protection are out of the scope of this solution.  

NOTE 3: When the Onboarding network is the same as SNPN owning the subscription of the UE, the Provisioning Server is owned by the Onboarding Network 
5. 
Upon successful provisioning, the UE releases the Configuration PDU Session and deregisters from the O-SNPN.

6. 
Upon a successful de-registration, the UE initiates a regular procedure, including a selection of a SO-SNPN, Registration using the provisioned credentials with the SO-SNPN owning the subscription, and PDU Session establishment(s). Depending on the provisioned subscription credentials, the UE may select an SNPN that is the same or different from the SNPN owning the credentials.

*** NEXT CHANGE ***

6.14.4
Evaluation
A rogue network pretending to be an O-SNPN will need to assert a valid identity via a digital certificate as part of the one-way authentication.

In the absence of client authentication, it may be possible that a malicious entity can perform a MITM attack by relaying secondary authentication to a legitimate UE and thus register to the O-SNPN. This could cause  issues both for security and for charging of the O-SNPN
During the Registration procedure, UE authenticates the network with one-way primary authentication of O-SNPN using an appropriate EAP method, e.g., EAP-TLS. The mutual authentication required between DCS and UE is provided as part of the secondary authentication. 

All key hierarchy and derivation remain the same as defined in 33.501[2]. 

Mutual authentication between DCS and UE is provided via secondary authentication. UE is allowed to set up a PDU session but with only limited connectivity. To mitigate any security issues, the AUSF, SMF, and UPF can be isolated on a distinct network slice dedicated to UE onboarding.

This solution does not provide mutual authentication between the UE and the O-SNPN.


NOTE: 
Further evaluation is not addressed in the present document.
*** NEXT CHANGE ***

6.15.3
System impact

This solution is having impact on AUSF. 

AUSF: Capability to forward the authentication request to the DCS.  

*** NEXT CHANGE ***

6.15.4
Evaluation


The evaluation of the solution is not addressed in the present document.
*** NEXT CHANGE ***

6.16.3
System impact


System impact of the solution is not addressed in the present document.

*** NEXT CHANGE ***

6.16.4
Evaluation


The evaluation of the solution is not addressed in the present document.
*** NEXT CHANGE ***

6.17.3
System Impact


System impact of the solution is not addressed in the present document.

*** NEXT CHANGE ***

6.17.4
Evaluation


The evaluation of the solution is not addressed in the present document.

*** NEXT CHANGE ***

6.20.2
Solution details
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Figure 6.20.2.1-1: Control plane based provisioning: PS to AUSF

1. A successful authentication has been performed among the UE, the Onboarding Network and the DCS. The UE and the AUSF store the KAUSF.

2.
The AMF sends an Authentication_Notification to the PS of the UE, including the AUSF ID of the AUSF which stores the KAUSF.

3-4.
The PS shall invoke Nausf_UPUProtection service operation message by including the UPU Data to the AUSF indicated by the AUSF ID received in the last message to get UPU-MAC-IAUSF and CounterUPU as specified in sub-clause 14.1.4 of TS 33.501[2]. If the PS decided that the UE is to acknowledge the successful security check of the received UE Parameters Update Data, then the PS shall set the corresponding indication in the UE Parameters Update Data (see TS 24.501 [35]) and include the ACK Indication in the Nausf_UPUProtection service operation message to signal that it also needs the expected UPU-XMAC-IUE, as specified in sub-clause 14.1.4 of TS 33.501[2].

The details of the CounterUPU is specified in sub-clause 6.15.2.2 of TS 33.501[2]. The inclusion of UE Parameters Update Data in the calculation of UPU-MAC-IAUSF allows the UE to verify that it has not been tampered by any intermediary. The expected UPU-XMAC-IUE allows the PS to verify that the UE received the UE Parameters Update Data correctly. 

5.
The PS shall invoke Nudm_SDM_Notification service operation, which contains UE Parameters Update Data, UPU-MAC-IAUSF, CounterUPU within the Access and Mobility Subscription data. If the PS requests an acknowledgement, it shall temporarily store the expected UPU-XMAC-IUE. 

6.
Upon receiving the Nudm_SDM_Notification message, the AMF shall send a DL NAS Transport message to the served UE. The AMF shall include in the DL NAS Transport message the transparent container received from the PS.

7.
 On receiving the DL NAS Transport message, the UE shall calculate the UPU-MAC-IAUSF in the same way as the AUSF (as specified in Annex A.19) on the received UE Parameters Update Data and the CounterUPU and verify whether it matches the UPU-MAC-IAUSF value received in the DL NAS Transport message. If the verification of UPU-MAC-IAUSF is successful, the UE shall update its stored parameters with the received parameters in PS Update Data.

8. 
If the PS has requested an acknowledgement from the UE and the UE has successfully verified and updated the UE Parameters Update Data provided by the PS, then the UE shall send the UL NAS Transport message to the serving AMF. The UE shall generate the UPU-MAC-IUE as specified in Annex A.20 and include the generated UPU-MAC-IUE in a transparent container in the UL NAS Transport message. 

9.
If a transparent container with the UPU-MAC-IUE was received in the UL NAS Transport message, the AMF shall send a Nudm_SDM_Info request message with the transparent container to the PS.

10. 
If the PS indicated that the UE is to acknowledge the successful security check of the received UE Parameters Update Data, then the PS shall compare the received UPU-MAC-IUE with the expected UPU-XMAC-IUE that the PS stored temporarily in step 5.


NOTE 1:
Whether hop by hop confidentiality protection of credentials is enough is not addressed in the present document.


NOTE 2:
How UDM in SO-SNPN gets provisioning data is not addressed in the present document.


NOTE 3: 
The need for standardization of the reference point between PS and AUSF is not addressed in the present document. Whether the AUSF is exposed directly or through NEF is not addressed in the present document.


NOTE 4:
If PNI-NPN credential is certificate, what is included in UPU data is not addressed in the present document.

*** NEXT CHANGE ***

6.20.3
System impact

A new reference point between PS and AUSF has to be defined


NOTE: 
Further system impact is not addressed in the present document.

*** NEXT CHANGE ***

6.20.4
Evaluation

The credentials provisioned by the PS are known to the O-SNPN.


NOTE: 
Further evaluation is not addressed in the present document.

*** NEXT CHANGE ***

6.21.2
Solution details
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Figure 6.21.2.1-1: Control plane based provisioning: PS to UDM

1. A successful authentication has been performed among the UE, the Onboarding Network and the DCS. The UE and the AUSF store the KAUSF.

2.
The AMF sends an Authentication_Notification to the PS of the UE.

3.
The PS sends a Provisioning_Request message to the UDM, including SUPI and Provisioning Data.

4-5.
The UDM shall invoke Nausf_UPUProtection service operation message by including the UPU Data to the AUSF to get UPU-MAC-IAUSF and CounterUPU as specified in sub-clause 14.1.4 of TS 33.501[2]. If the UDM decided that the UE is to acknowledge the successful security check of the received UE Parameters Update Data, then the UDM shall set the corresponding indication in the UE Parameters Update Data (see TS 24.501 [35]) and include the ACK Indication in the Nausf_UPUProtection service operation message to signal that it also needs the expected UPU-XMAC-IUE, as specified in sub-clause 14.1.4 of TS 33.501[2].

The details of the CounterUPU is specified in sub-clause 6.15.2.2 of TS 33.501[2]. The inclusion of UE Parameters Update Data in the calculation of UPU-MAC-IAUSF allows the UE to verify that it has not been tampered by any intermediary. The expected UPU-XMAC-IUE allows the UDM to verify that the UE received the UE Parameters Update Data correctly. 

6.
The UDM shall invoke Nudm_SDM_Notification service operation, which contains UE Parameters Update Data, UPU-MAC-IAUSF, CounterUPU within the Access and Mobility Subscription data. If the PS requests an acknowledgement, it shall temporarily store the expected UPU-XMAC-IUE. 

7.
Upon receiving the Nudm_SDM_Notification message, the AMF shall send a DL NAS Transport message to the served UE. The AMF shall include in the DL NAS Transport message the transparent container received from the UDM.

8.
 On receiving the DL NAS Transport message, the UE shall calculate the UPU-MAC-IAUSF in the same way as the AUSF (as specified in Annex A.19) on the received UE Parameters Update Data and the CounterUPU and verify whether it matches the UPU-MAC-IAUSF value received in the DL NAS Transport message. If the verification of UPU-MAC-IAUSF is successful, the UE shall update its stored parameters with the received parameters in PS Update Data.

9. 
If the UDM has requested an acknowledgement from the UE and the UE has successfully verified and updated the UE Parameters Update Data provided by the PS, then the UE shall send the UL NAS Transport message to the serving AMF. The UE shall generate the UPU-MAC-IUE as specified in Annex A.20 and include the generated UPU-MAC-IUE in a transparent container in the UL NAS Transport message. 

10. If a transparent container with the UPU-MAC-IUE was received in the UL NAS Transport message, the AMF shall send a Nudm_SDM_Info request message with the transparent container to the UDM.

11.
If the UDM indicated that the UE is to acknowledge the successful security check of the received UE Parameters Update Data, then the UDM shall compare the received UPU-MAC-IUE with the expected UPU-XMAC-IUE that the PS stored temporarily in step 806.

12.
The UDM sends a Provisioning_Response messege to the PS, including result code of the provisioning operation.


NOTE 1:
Whether hop by hop confidentiality protection of credentials is enough is not addressed in the present document.


NOTE 2:
How UDM in SO-SNPN gets provisioning data is not addressed in the present document.


NOTE 3: 
The need for standardization of the reference point between PS and UDM is not addressed in the present document. Whether the UDM is exposed directly or through NEF is not addressed in the present document.

NOTE 4:
If PNI-NPN credential is certificate, what is included in UPU data is not addressed in the present document.

*** NEXT CHANGE ***

6.21.3
System impact


System impact of the solution is not addressed in the present document.

*** NEXT CHANGE ***

6.21.4
Evaluation

The credentials provisioned by the PS are known to the O-SNPN.


NOTE: 
Further evaluation is not addressed in the present document.

*** NEXT CHANGE ***

6.22.3
System impact


The solution introduces a new interface between the DCS and the PS.

*** NEXT CHANGE ***

6.22.3
Evaluation


The evaluation of the solution is not addressed in the present document.
*** NEXT CHANGE ***

6.23.2
Solution details

The solution described in this section is to deal with onboarding of UEs to SNPN based on default credentials, where DCS (i.e., AAA server) is involved.  
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Figure 6.23.2-1: Secured Initial access for onboarding based on credentials owned by external entity

The steps shown in Figure 6.23.2-1 is described as follows.

0. In this solution, the UE and the DCS is assumed to be pre-configured with the default UE ID (i.e., onboarding ID associated with the default credentials) and the default credentials. The DCS in addition is pre-configured with the corresponding PS address for each onboarding default UE ID. The default UE ID can be a set of strings/digits (e.g.,123456789abcdefghi) which together with the DCS domain name can act as URI for the DCS to identify the right default credentials corresponding to the UE during the onboarding procedure. The default UE ID together with DCS domain name can take NAI format (e.g., 123456789abcdefghi@DCSdomain). 

NOTE 1: 
The method of assigning the default UE ID can be up to the DCS. The default credentials associated with the default UE ID can be any cryptographic material, such as public-private key pairs, DCS information (i.e., address), and cryptographic algorithms etc., and it is up to the DCS.

The default UE ID and the DCS domain information in NAI format can be used as SUPI for the onboarding phase by the UE and the network. The default UE ID and DCS domain name conveys no privacy sensitive information about the User or UE/device.   The UE constructs the onboarding SUPI in the NAI format using the Default UE ID and DCS address. Further the UE  set the time stamp and generates  a digital signature for the onboarding SUPI and Timestamp using it’s private key available as part of the default credentials  As the external entity DCS cannot be expected to support SIDF functionality specified in 33.501, the UE and DCS shall offer the authenticity of the default UE ID based on digital signature as described in this solution. Further the existing 5G systems depends on routing ID and HN ID to select the right AUSF instance in the network, whereas the UE that attempts onboarding registration, cannot provide any routing ID as well as HN ID to select the right AUSF instance in the O-SNPN. Therefore, this solution also takes care of selecting the right AUSF instance based on the onboarding SUPI. 

NOTE 2: 
If an ongoing onboarding procedure fails due to any network issues, the UE still can use the same default UE ID for the onboarding with replay protection by adding a timestamp and digital signature to ensure the authenticity of the default UE ID. Digital signature prevents tampering and malicious replay of default UE ID. The UE can generate the digital signature of onboarding SUPI and the timestamp (i.e., by generating hash and encrypting that data) using its private key and send it along with the actual data such as onboarding SUPI and timestamp to the DCS via the 3GPP network during the onboarding registration procedure. The DCS on receiving the onboarding SUPI, fetches the default credentials corresponding to the default UE ID and uses the public key of the UE to verify the digital signature. If the DCS finds the verification as successful (i.e., if the message digest of the received data is identical to the decrypted digital signature then the digital signature verification is considered successful), then the DCS considers that the received default UE ID and timestamp are provided by the UE which has the actual default credentials related to it. AAA functions can support digital signature according to the security considerations discussed in RFC 2903 and so the DCS being the AAA server can support the default UE ID protection based on digital signature.


NOTE x:
The need for authenticity of the default UE ID based on digital signature and how it is achieves is not addressed in the present document. The reason is that 'Even without digital signature if an attacker modifies the UE ID, the UE authentication will fail'.

1.
The UE sends a registration request to the onboarding SNPN acting as onboarding network. The UE includes a Subscription unique onboarding identifier (SUOI) which consists of Onboarding SUPI, Timestamp and the digital signature.

NOTE 3: 
The UE selects an O-SNPN based on TS 23.501.

2.
AMF/SEAF forwards the registration request to the right onboarding AUSF (which can interact with DCS either directly or via a NSSAAF) based on the SUOI.

3-4.
The onboarding AUSF sends the authentication request with SUOI to the NSSAAF and the NSSAAF uses the realm part of the SUOI to route the request to the right DCS.

5.
The DCS based on the default UE ID  in the SUOI, fetches the related default credentials data along with cryptographic information and verifies the digital signature as described in NOTE 1. 

6. If the verification is successful, based on the default configuration locally stored, the DCS selects an authentication method and performs authentication method specific message exchanges with the UE. If the authentication is successful, the DCS determines to provide the onboard root key along with authentication result to the onboarding AUSF.

7-8.
The DCS sends an authentication response to the AUSF via NSSAAF. It includes authentication result as ‘success’, onboarding root key (e.g., MSK) and a minimum data set (verified default UE ID, provisioning server address etc.,). The default UE ID will act as the onboarding SUPI/default SUPI in the onboarding SNPN. 

9.
The onboarding AUSF stores the authentication result and minimum data set in the UDM/UDR, and the provisioning server address information can be later used by the network (i.e., SMF) for restricted user plane connection to the provisioning server to provision the SNPN credentials which is out of the scope of this solution. The onboarding AUSF considers the key received from the DCS as AUSF key and derives an anchor key similar to the method specified in 33.501, but with an additional input of nonce to establish cryptographic separation and secrecy specific to the SNPN. Further the onboarding AUSF sends a EAP success message to the AMF/SEAF including Kseaf, nonce and the SUPI. 


NOTE y:
The need for the nonce and how the secrecy specific to SNPN is achieved is not addressed in the present document. The reason is that 'even without nonce, cryptographic separation is achieves in 5G as further keys are derived – also not clear how secrecy would be achieved with unprotected nonce'.


NOTE z:
How the UE gets the nonce to be used as input for key derivation is not addressed in the present document.

NOTE 4: 
The minimum data set refers to the information such as UE and onboarding support information (example., UE information (verified default UE ID, PS address (if any), default credentials validity (if any)) which is expected to be provided by the DCS to the 3GPP network following a successful authentication of the UE.

10.
The EAP success and other information received from step 8 can be provided to the UE in N1 message or in a NAS SMC similar to the 33.501. The AMF initiates NAS SMC with the UE as in 33.501.

11-12.
The UE derives its keys based on the configurations in the default credentials and the registration is complete.

NOTE 5: 
For the case that the default UE ID and credentials are preconfigured by a PLMN, the existing concealment mechanisms can be applied for the SUPI and the authentication method and key generation can be followed similar to the mechanisms specified in 33.501 (i.e., as in EAP-AKA’ and 5G AKA).

This solution describes initial access of the UE to the onboarding network based on the mutual authentication between the UE and the DCS. The onboarding network which does not have direct trust relationship with the UE allows the initial access based on the UE and DCS mutual authentication (i.e., based on any key generating EAP method, e.g., EAP-TLS) and their trust relationship and based on the onboarding network’s trust/business relationship with the DCS.  Further the solution details the issue of the Provisioning Server address to the onboarding SNPN, but the connection between UE and PS is not in scope of this solution. 

*** NEXT CHANGE ***

6.23.4
Evaluation

This solution enables the UE and DCS to perform mutual authentication with credentials owned by DCS an entity separate from the SNPN to allow SNPN access for onboarding. 


NOTE:
Further evaluation is not addressed in the present document.

*** NEXT CHANGE ***









*** NEXT CHANGE ***

7
Conclusions


7.1
Conclusions on KI #1: Credentials owned by an external entity

For SUPI privacy, reuse existing mechanism in Annex I.5 in TS 33.501.

In case that the external entity is 5GS aware (i.e., has the AUSF/UDM and is capable of deriving 5G key hierarchy after a successful primary authentication), it is concluded that the existing 5GS roaming architecture is reused.

In case that the external entity is non-5GS aware (legacy AAA server), the following is concluded:

-
The SNPN access with a credential owned by an external entity is performed via an AUSF in the SNPN that selects a NSSAAF to interface with the external entity. 

-
When the legacy AAA server supports key deriving EAP method, the enhanced AUSF uses the MSK received from the AAA to derive the necessary 5G keys (e.g., KAUSF, KSEAF).

-
For potential use of legacy AAA by an external entity (AAA-E) that does not support key generating EAP authentication method, EAP-TTLS as specified in RFC 5281 [5] can be described in an informative annex, with TLS tunnel terminating within the SNPN.


NOTE: 
Further conclusion(s) are not addressed in the present document.

7.2
Conclusions on KI#2

7.3
Conclusions on KI#3

7.4
Conclusions on KI #4: Securing initial access for UE onboarding between UE and SNPN

For initial access for UE onboarding, the following authentication methods are concluded to be specified in normative work:

-
Primary authentication between UE and AUSF in the O-SNPN. No interaction with DCS during primary authentication. As currently specified in TS 33.501 [2].

-
Primary authentication with mutual authentication between UE and DCS. AUSF is involved. DCS can be AAA server, in that case NSSAAF is involved. DCS can also be external entity using AUSF/UDM.


NOTE 1:
Further conclusion(s) are not addressed in the present document.


NOTE 2:
Identity protection and/or privacy aspects during onboarding are not addressed in the present document.

7.5
Conclusions on KI #5: Roaming-related security mechanisms for SNPNs
Roaming-related security mechanisms for PLMNs are re-used whenever possible, and adapted to SNPNs with PLMN/SNPN as external entity when necessary. Solution #18 describes necessary changes to the token-based authorization procedure as currently specified in TS 33.501 [2].

*** END CHANGES ***
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